Abstract-The recent addition of information and communication technologies in electric power distribution systems has introduced a new class of electricity theft or nontechnical loss. Energy consumption data can be hidden and altered through cyber-attacks that are characterized by the unauthorized access to the application database and digital tampering of smart meters. The development of cost-efficient algorithms to address these types of nontechnical losses also targets the reduction of commercial losses because the full protection of an information system is very expensive. Thus, this paper proposes a strategy to detect nontechnical losses using a multivariate control chart that establishes a reliable region for monitoring the measured variance. After the detection of nontechnical losses, a pathfinding procedure based on the A-Star algorithm is able to locate the consumption point with the non-technical loss. Moreover, a geographical information system application displays the consumption point that is the target of the cyber-attack. The numerical results demonstrate the selectivity and efficiency of the proposed methodology applied for monitoring a real distribution network.
I. INTRODUCTION

E
LECTRICAL power loss represents the difference between the quantity of energy injected into an electric distribution system and the quantity of energy that is billed. There are two types of electrical power losses: technical and non-technical. Technical losses comprise the power dissipation in the electrical system components (distribution lines and transformers), whereas non-technical losses are caused by unpredicted external actions against the electrical power system. Non-technical losses are the major source of commercial loss because of the difficulty of measuring them. The most probable causes of non-technical losses are related to frauds, such as the alteration of meter accuracy, consumption of unbilled energy bypassing utility meters, and tapping low-voltage lines.
The problem of non-technical losses is typical for utility companies around the world. For example, [1] enumerates and explains the main types of power system losses and indicates some ways to prevent these losses. The installation of pre-paid meters, antifraud conductors and utility information systems can aid in reducing commercial losses. In [2] , the indication of solutions that reduce non-technical losses is followed by the proposition of a methodology based on knowledge discovery in databases able to identify suspect energy profiles.
In addition to the problem of non-technical losses, the utility industry has been attempting to address other important challenges, such as generation diversification, demand response and energy conservation, which cannot be addressed using the traditional view of the electricity grid. Smart grids are the nextgeneration of electricity grids with the capacity to overcome these great challenges [3] . In smart grid architecture, there are three domains: the service provider, the grid and the customer, which are interconnected using a communication network [4] . This architecture guarantees the full visibility and pervasive control over all assets and services of the utility company.
Smart grid characteristics change the nature of electricity theft. Attacks range from crude physical system manipulation to the remote penetration and control of complex computational systems [5] . In [6] - [8] , new vulnerabilities of the smart grid infrastructure such as different types of cyber-attacks are identified. Cyber-attacks require multiple defense mechanisms that have high cost for protecting all vulnerable loads in large power systems. Cost-efficient load protection strategies should minimize the cost and prevent damages in the power grid. In this way, [9] assumes the feasibility of cybertampering on electronic meters [10] and proposes a framework to perform online data detection of irregularity in the measurements. The distribution network is divided into subsystems limited by feeder remote terminal units (FRTUs). Each subsystem is checked using the distribution power flow module. The non-technical losses are detected when the mismatch ratio is frequently greater than the predefined threshold. The calculation of the mismatch ratio depends on the average three-phase power consumption, power losses and power measurements for each subsystem. The use of average values requires additional stages to recognize consumption patterns based on historical load profiles.
Although the analysis of real power flows for detecting energy theft is common [11] , [12] , there are also methodologies based on state estimation [13] - [15] . In [13] , for example, a guided search procedure of potential irregularities in the electricity consumption employs the weighted least squares technique for the distribution state estimation. The demand measurements of distribution transformers are collected using the advanced metering infrastructure (AMI). The abnormal use of energy is detected whenever the calculated error is greater than the specified precision. In general, methodologies for detecting real-time malicious data injection in a smart grid demonstrate efficient defense mechanisms against cyber-attacks [14] .
The main purpose of this work comprises the development of a cost-efficient methodology able to detect and locate nontechnical losses caused by different types of cyber-attacks. Regarding the article structure, Section II describes the possible ways for defrauding the power system and shows a strategy for detecting and locating non-technical losses by exposing essential parts of the proposed strategy, such as the multivariate procedure of monitoring and control, and the derivative algorithm A*. The discussion of the testing results is presented in Section III, which precedes the conclusions in Section IV.
II. DETECTING AND LOCATING NON-TECHNICAL LOSSES
In the past, the recording of consumption data and billing were manual. Technicians visited consumers monthly and frequently uncovered electricity theft during the visual inspection of meters [16] . In the modern power system, the energy billing process is automatic with remote meter recording that eliminates the monthly visit of technicians. Fig. 1 shows a simplified information architecture diagram of the smart grid where critical components for electricity fraud are identified as follows: 1) Database Attack: In the operation sub-domain, the local area network (LAN) is a corporate network highly protected by firewalls and other defense mechanisms that make outside cyber intrusion difficult [8] . In this scenario, a significant number of security violations come from company insiders [17] . A utility employee knows how to access corporate computer systems to cause damage or gather information motivated by the prospect of financial gain [18] . An unauthorized employee can invade the application and historical database and delete the data of one particular consumer that becomes unregistered and hidden to the utility company; 2) Smart Meter Attack: The operation sub-domain and customer domain are linked by the AMI, which facilitates the bidirectional communication for the transference of control and power consumption data. The core components of the AMI are the smart meters, which are sources of measurement data and other energy-related information [19] . There is absolutely no way for a smart meter that is stuck to the wall and outside the customer's dependencies to remain secure from a physical attack, i.e., the smart meter can be ripped off the wall or smashed. In addition, the computer chips of the smart meter can be breached, the contents exchanged, or new data added [20] . Due to smart meter security constraints, an attack to the smart metering system should consist of the intentional and digital tampering of smart meters to corrupt the measured values [21] . Successful cyber-attacks against the essential components of the automatic billing process, such as the application and historical database and smart metering, must result in nontechnical losses whenever the consumption data are excluded or corrupted. Because the full protection of the information system is costly, all available resources of the smart grid must be used for the information protection in a costefficient way. Thus, the detection of non-technical losses using data from the grid and customer domains can be developed as an advanced application of the energy management system (EMS). If the EMS has a geographical information system (GIS) application, the detector of non-technical losses can also locate the consumption point where the electricity theft is occurring.
Many error detection schemes compare the received information with reliable information provided by a suitable hash function or checksum algorithm. In information theory concepts, error detection schemes use different methods, such as parity bits, checksums, cyclic redundancy checks, cryptographic hash functions and error-correcting codes, that always compare the received or derivative information with the reliable information. The data from the grid domain are quite reliable because the communication network among field devices utilizes specific standards of the power system (DNP3 and IEC61850) implemented in accordance with the security policy. Moreover, several physical dependencies of the grid domain are protected using a building security system that includes services with alarm monitoring, video control, managed access, and security guards. Fig. 2 shows the block diagram of the proposed procedure for detecting and locating non-technical losses in distribution networks. The input data of the non-technical loss detector come from the grid and customer domains. Data from the grid domain are reliable states measured by field devices, such as the phasor measurement unit (PMU) and intelligent electronic device (IED). Field devices measure states at terminals of distribution transformers or automatic switches. Reliable states are compared with states calculated by a state estimator that utilizes data from the smart metering system. An algorithm based on the multivariate procedure of monitoring and control employs the input data to detect a possible power loss at distribution transformer terminals. If the abnormal consumption of energy is detected, an A-star (A*) derivative algorithm searches the consumption point with the power loss. Next, the GIS application receives the identification of the fraudulent consumption point and determines its coordinates in the geographical map.
The state estimation method essentially estimates the set of unknown states using a set of measurements [22] . The AMI in the smart grid can provide the set of measurements using smart meters that measure different types of distribution network parameters, e.g., magnitude and phase-angle of the voltage, current and frequency [23] , with a given timestamp [24] . Smart meters are typically placed next to the consumption point in the low-voltage network. In this way, a state estimation method, as provided by [25] and [26] , which employs a suitable distribution transformer model for incorporating the state estimation of low-voltage into medium-voltage networks, is required by the proposed detection procedure because the reliable data of comparison come from field devices placed in the medium-voltage networks.
A. Detecting Non-Technical Losses
The comparison of network states in the power system has a selectivity problem because large magnitudes are compared to detect small errors. Voltage and current measurements have large magnitudes, whereas small errors result from voltage and current differences. The utilization of the multivariate procedure of monitoring and control overcomes the selectivity problem in the power system. This procedure is applicable when there are two or more related process variables of interest. In the industry, an automatic inspection procedure simultaneously monitors several parameters on each manufacturing unit to control the final product quality [27] .
In univariate statistical quality control, the normal distribution describes the behavior of only one continuous quality characteristic or output variable. This same approach can be used in the case with q output variables where the behavior is described by the multivariate normal distribution. The proposed non-technical loss detector makes use of two variables, i.e., the differences in the voltage and current. Hence, q = 2 and a bivariate normal distribution describe the sample space of the measured variables. Fig. 3 shows the algorithm for detecting non-technical losses. The control chart monitors the sample-generalized variance of voltage and current differences. If the variance is greater than the upper control limit, there is some nontechnical loss in the sample space, and most likely, the inspected feeder should have more than one loss. Then, an identification routine is executed to determine field devices that revealed these losses in the distribution feeder. The sample space is randomly built using the acquired information from field devices at the grid domain, which makes the calculations unpredictable for cyber-attacks. Routines involved in the detection procedure are depicted as follows.
1) Sampling:
The sampling procedure calculates an error value that represents the voltage and current difference of each field device during a time period, T, as given by (1) and (2) . current flow estimated in the branch of the ith field device for phase p; N sample space size. The number of comparisons defines the sample space size of N. The elements of the sample space are randomly chosen to preserve the sampling diversity; furthermore, N is less than or equal to the total number of field devices with measurement units at the grid domain. In this way, the detection algorithm can rapidly and safely check large systems with many distribution feeders once the sampling routine is not performed for all field devices present in the inspected feeder.
2) Upper Control Limit (UCL):
The detection algorithm continuously performs two main routines: monitoring of the control chart and identification of the field devices, which are dependent on the preliminary calculation of the upper control limit as given by (3) .
In the above equations, the sample mean of voltage differences, and if j=2, it is the sample mean of current differences. The control chart is a statistical procedure aimed at the reduction of the measured variability through the monitoring of the sample generalized variance behavior. If the sample generalized variance is inside the reliable region, i.e., the value of S p is less than or equal to the value of UCL p , the measured variability is under control. Otherwise, the measured variability is out-of-control, indicating the existence of some non-technical loss in the checked feeder.
4) Identification of Field Devices:
The first step of the corrective procedure comprises the identification of field devices with abnormal consumption of energy detected by the previous control chart routine. The identification routine is based on the dispersion diagram of difference values of the current and voltage, as shown by Fig. 4 .
The reliable region is defined as the projection of the bivariate dispersion of p , which is limited by the confidence intervals of the current and voltage differences. Confidence intervals have one lower limit and no upper limit because large 
, inside or outside of the bounds of the confidence intervals, is achieved by the calculation of the discrete range, R p,i , according to (12) .
In the identification routine, all of the n field devices of the inspected feeder are checked through the calculation of R p,i . If the value of R p,i is equal to one, the point i is inside of the reliable region. Otherwise, the point i is outside of the reliable region, where there are points produced by field devices with abnormal use of energy. The identification procedure stores the index i of the field device with R p,i = 1. This index is subsequently utilized by the A* derivative algorithm for locating the consumption point with the detected power loss.
B. Locating Non-Technical Losses
The location of the consumption point with the detected power loss requires the use of a search procedure. The A* algorithm is widely used as a pathfinding procedure and employs the best-first search for finding the least-cost path from an initial node to a target node [28] . Pathfinding algorithms are applied in a wide variety of areas, including telephone call routing in communication networks and vehicle routing in road networks [29] . Hart et al. [30] originally presented the A* algorithm as a technique that prescribes how the information from a problem domain can be incorporated in a formal mathematical approach for a graph analysis problem. Thus, the least-cost path is found using an evaluation function to determine which nodes the search procedure must visit in the graph tree. The evaluation function is given by the actual cost from the initial node to the actual node plus the estimated cost from the actual node to the target node [31] .
In the present location problem, the initial node is the field device identified by the multivariate procedure of monitoring and control. However, the target node is not known because it corresponds to the consumption point with the nontechnical loss. This characteristic differentiates the present location problem from the typical routing problem that is solved using the A* algorithm. Furthermore, a layered graph tree can represent the topology of the distribution network section with the non-technical loss. If the root layer has only the initial node, then the target node is located in any one of the downstream layers. In this way, the A* derivative algorithm employs an evaluation function, L p,i,i+1 , for the layer progression, i.e., to leave the i layer and enter into the i+1 downstream layer. Fig. 5 shows the topology of a distribution network section with bus voltages and branch currents. From the viewpoint of graph representation, buses are nodes, branches are edges, and the layer progression goes from the root node to more peripheral nodes. The value of L p,i,i+1 is calculated for each layer and reduced during the progression because the value of L p,i,i+1 is the minimum estimated electrical distance to the node with the power loss. 
where h p,kj estimated electrical distance from node u j to the target node when the actual node is u k for phase p; NB k number of downstream and adjacent edges to node u k . In (13) , the calculation of L p,i,i+1 minimizes h p,kj and determines the edge with the least estimated electrical distance that represents the best path for the layer progression. After the layer progression, the new actual node is the destination node of the edge with the least estimated electrical distance at the anterior layer. In this way, the search procedure progresses to the next layer until reaching a value near zero, i.e., reaching the target node. If the power loss is added to the load at the target node and voltage profiles are again calculated, the difference between the calculated and measured voltage profiles must also be near zero. This strategy estimates the electrical distance, h p,kj , which is equal to the summation of the absolute difference of the voltage profiles, as given by (14) . number of smart meters minus the meter in the jth bus with the addition of the power loss. The forward sweep algorithm calculates voltage profiles from the root bus toward more peripheral buses, correcting current flows of branches between the jth bus and root bus, as given by (15) and (16) . ), is added to the normalized current flow of branches between the jth bus and the root bus to correct the current flows that were wrongly estimated due to the non-technical loss. Indeed, the value of L p,i,i+1 should be very close to zero when the jth bus has the detected non-technical loss.
1) Case Study (Layer Progression):
This example case study illustrates the progression through two layers in a segment of the distribution network for locating the consumption point with non-technical loss, as given by Fig. 6 . This case starts from the identified distribution transformer with R p,1 = 0, i.e., the estimated voltage matches with the measured magnitude, but the estimated current does not. The first evaluation of the layer progression through the distribution transformer is L p,0,1 = 0.718; hence, the next step comprises the calculation of L p,1,2 , which determines the path for progressing from layer 1 to layer 2.
There are two possible paths, i.e., via bus 2 or via bus 3, which are compared using the electrical distance, h p,kj . Fig. 6  (a) shows the scheme for calculating the electrical distance via bus 2 where the detected current error, (İ Table I presents the magnitudes of the calculated voltages to this supposition used in the calculation of h p, 12 . Fig. 6 (b) shows an analogous scheme for calculating the value of h p, 13 . Because the value of h p, 13 is smaller than that of h p,12 , the layer progression follows bus 3, i.e., L p,1,2 = h p, 13 . Then, a new step of layer progression is performed, as shown by Fig. 6 (c) , when the electrical distance is zero (h p,34 = 0), indicating localization of the non-technical loss at bus 4.
III. SIMULATION RESULTS
The proposed methodology is evaluated under a real distribution network with the topological diagram shown in Fig. 7 . The testing distribution network provides energy to 834 monitored loads, including 53 loads at the medium-voltage (MV) network. There are 47 distribution transformers with a suitable field device for monitoring. The topological diagram illustrates all distribution transformers and loads of the MV network, but it only shows an LV network with numbered loads from #826 to #834. The real distribution network behavior is achieved using a smart grid simulation environment [32] .
A. Algorithm Adjustments
The main parameter of adjustment is the sample space size that influences the efficiency of the detection algorithm. Fig. 8 illustrates the upper control limit based on the sample space size. The figure shows a decrease in the UCL value caused by an increase in the N value. Therefore, the sample space size should also affect the selectivity of the detection algorithm because it determines the reliable region. Fig. 8 highlights three points (N = 10, 20 and 30) that are used to evaluate the impact of the sample space size on the efficiency and selectivity of the detection algorithm. In addition, one unregistered load is inserted in the LV network for emulating the non-technical loss. The unregistered load is randomly varied from 0 to 10 kVA in a total of 350 power changes for each value of N. The random power values are divided into two groups: one group from 0 to 1 VA, and the other group from 1 VA to 10 kVA.
The algorithm behavior is shown through a bar chart of the successful rate by the apparent power groups and sample space sizes. The successful rate is obtained by the relation among the amount of detected instances and the total number of simulated instances where each instance is a power change. Another way of analyzing the algorithm behavior consists of comparing the measured success rate with the expected success rate. The division of the sample space size by the population size is the expected success rate because there is only one load with power loss in the distribution network. The measured rate is obtained from the bar chart. Thus, the comparison can be performed using the percentage error.
Table II presents the percentage error that is computed by subtracting the measured rate from the expected rate and then dividing the difference by the expected success rate. In the power group from 0 to 1 VA, the percentage error increases from 61.84% to 83.32% with increasing sample space size. Despite the high error percentage, these results indicate that the selectivity of the detection algorithm is minor compared to the large sample space size. In the power group from 1 VA to 10 kVA, the error is notably reduced, indicating the enhancement in the efficiency of the detection algorithm. For example, the percentage error for N = 10 is equal to 1.74%. Moreover, the percentage error for N = 20 is negative because the measured success rate is greater than the expected rate. The low success rate for N = 10 inhibits the adjustment with a small sample space size, whereas the similar behavior for N = 20 and 30 constrains the adjustment with very large sample space size. Hence, the best adjustment can be achieved with N = 20, which also guarantees the diversity of the sample space.
B. Database and Smart Meter Attacks
The assessment of the strategy for locating non-technical losses comprises the simulation of successful cyber-attacks against the database and AMI. In the first type of cyberattack, all registers of the target customer are deleted from the application database, thereby hiding the energy consumption data once the measurement data are not collected by the EMS. In the second type of cyber-attack, the EMS can collect metering data from the AMI, but the collected data are corrupted due to the intentional cybertampering of the smart meter accuracy. Table III presents some characteristics of simulated nontechnical losses. The second column shows the type of cyber-attack, and the third column establishes the accuracy of the measurement data provided by smart meters. The load column provides the value of the installed power in the customer with abnormal use of energy, and the last three columns characterize the testing performed in the assessment of the proposed methodology. For example, NTL #1 is simulated in the #T1, #T2 and #T3 testing, whereas NTL #7 is only simulated in the #T3 testing.
In the performed tests, the sample space size is adjusted to N = 20, and the sample-generalized variance is monitored along with time, as shown by Fig. 10 . #T1 with one NTL has the maximum value of |S| equal to 0.5565 and a success rate of 35%, i.e., the value of |S| is greater than UCL for seven of the 20 monitored values. #T2, with five NTLs, exhibited an increased success rate (90%), which reached 100% in #T3, with 10 NTLs, when the minimum value of |S| is equal to 0.4333. The obtained results are consistent with the expectations because the variance of the sample space increases proportionally to the number of non-technical losses, suggesting the reduction of the sample space size whenever the inspected distribution network has the suspicion of many customers with abnormal use of energy.
In addition to the monitoring of the sample-generalized variance, the computational cost is measured in #T1 using an Intel Core 2 Duo CPU running at 2.0 GHz, with 2.0 GB of RAM. Fig. 11 reveals that the average processing time increases from 27 ms to 85 ms whenever the value of |S| is greater than that of UCL. The increased processing time comes from the identification procedure that checks all field devices in searching for abnormal consumption of energy.
After detection and identification procedures, the proposed method performs a search procedure for locating the NTL. Fig. 12 presents the topological diagram of a section of the distribution network where the path from the root node to the node with NTL is highlighted using red color. This path crosses nine layers and is built using the evaluation function of layer progression, which provides the estimated electrical distance to the NTL. Green branches are evaluated edges with greater electrical distance than red branches. The value of the evaluation function decreases as much as the search procedure approximates of the NTL. The progression from the first layer has a maximum value, L 1,2 = 7.8593, whereas the progression to the layer with NTL has the minimum value, L 8,9 = 0.0011, during the construction of the path. These results illustrate the most severe case with the NTL at the eighth layer, but there are other cases with the simulation of NTL in the first, third and sixth layers. In all simulated cases, the search procedure was successful in locating the non-technical loss.
C. GIS Application
The algorithm for detecting and locating non-technical losses is a tool of the EMS and requires the use of a supervisory interface able to display the electric power system behavior to the system operator. If the supervisory interface is integrated with a GIS application, the locations of the non-technical losses are obtained using the street map in the background of the georeferenced topological diagram of the distribution network [33] . Fig. 13 presents a screen detail of the supervisory interface with non-technical losses highlighted by a red flag. When an end point of the distribution network is highlighted, the nontechnical loss is caused by a cyber-attack against the database because there is not a customer connected to this end point. In an attack against the smart meter, the corrupted measurements of the customer are collected; hence, the red flag is placed above the customer symbol. In this way, the system operator easily performs the diagnosis and rapidly sends a maintenance team to the fraud address whenever necessary.
In mismatch cases, the pathfinding algorithm cannot complete the path toward the non-technical loss. Fig 14 shows an example of mismatches that frequently occur in the power group of 0 to 1 VA. As the power loss is small, the evaluation function starts with small values. Before the pathfinding algorithm reaches the node with non-technical loss, the value of the evaluation function is already close to zero, terminating the search process. Fortunately, mismatches are displayed in a small area surrounding the real non-technical loss.
IV. CONCLUSION
The intense utilization of information technologies makes the power grid vulnerable to cyber-attacks. Due to the high cost for protecting the whole power system, an alternative is the development of cost-efficient methodologies able to reduce commercial losses caused by cyber-attacks that corrupt energy metering data. The proposed methodology employs resources of metering, communication and information from the smart grid, and mathematical tools that are typically used in statistical quality control.
The proposed methodology does not compare average power flows. The detection algorithm compares reliable measurements with magnitudes produced by a state estimator in real-time. Hence, the proposed strategy does not require an additional stage to recognize consumption patterns. Furthermore, the use of the pathfinding algorithm together with GIS application increases the diagnostic capability of the proposed methodology because it permits identifying the type of cyber-attack and provides the address of the customer with abnormal energy use.
